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Physical-Layer Security in Wireless Networks 

Xiaotao Lu and Rodrigo C. de Lamare 


Abstract —In this work, we consider the use of buffer-aided 
relays, linear precoding techniqnes and multiple antennas for 
physical-layer security in wireless networks. We develop relay 
selection algorithms to improve the secrecy-rate performance of 
cooperative multi-user multiple-antenna wireless networks. In 
particular, we propose a novel finite buffer-aided relay selection 
algorithm that employs the maximum likelihood (ML) criterion 
to select sets of relays which fully exploit the flexibility offered 
by relay nodes equipped with buffers. Numerical results show 
the benefits of the proposed techniques as compared to prior art. 

Index Terms —physical-layer security, cooperative relaying, 
relay selection. 


I. Introduction 

In wireless networks, security is always an aspect of 
fundamental importance. Early work suggested the idea of 
generating keys to ensure the transmission security ID- The 
keys generated by these algorithms implemented in the net¬ 
work layer are nearly unbreakable, but the complexity is an 
obvious drawback. Recently, physical-layer security has been 
advocated as a promising alternative which can ensure the 
transmission security with much lower computational com¬ 
plexity and delay. 

Relaying techniques for physical-layer security in wireless 
networks have attracted significant research interest in the last 
few years due to their ability to improve the level of secrecy 
in the system m, 0. In a typical link-level setup, a group 
of relays are used to help the communications between source 
and destination 0. The most reliable relay can be chosen to 
transmit the signal 0, 0, o. Based on this idea, different 
relay selection policies can be employed according to different 
scenarios and requirements. According to 0, max-min relay 
selection is considered as the optimal selection scheme for 
conventional decode-and-forward (DF) relay setups. The work 
in 0 introduced max-link relay selection schemes ||9l- lfTT1 
which relax the limitation that the source and relay trans¬ 
mission must be fixed, and allow each slot to be allocated 
dynamically to the source or a relay transmission. In 0 and 
ini a max-max relay selection has been studied with a single 
destination, where a cooperative network with buffers of finite 
size at the relay nodes is considered. The use of a buffer-aided 
relay system for improving the physical-layer security has 
been considered in ina, where a max-ratio relay selection is 
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proposed based on the best channel ratio of the legitimate links 
to the eavesdroppers. In lfT4l . a two-hop buffer-aided relay 
selection has been introduced for physical-layer security. In 
the presence of an arbitrary number of users, linear precoding 
techniques ina can be employed to assist the buffer-aided 
relay systems M- El and improve their secrecy rate. 

In this work, we propose novel relay selection strategies 
for physical-layer security in buffer-aided multiuser multiple- 
antenna relay networks El- The first proposed buffer-aided 
maximum-likelihood (ML) relay selection (ML-RS) algorithm 
employs the ML criterion for relay selection. In each slot, 
the relay with the best performance is selected to receive or 
forward signals. In the presence of multiple relays, different 
sets of relay combinations can be employed to further enhance 
the performance of the network. Therefore, we also present a 
technique to select a set of relays based on the ML criterion 
which is denoted ML-SRS algorithm. The proposed relay 
selection algorithms are compared with existing techniques 
via computer simulations. 

This paper is organized as follows. Section II details the 
system model, describes the use of the amplify-and-forward 
(AF) relaying protocol in the chosen system, and states the 
problem of physical-layer security. Section III presents the 
proposed ML-type relay selection algorithm, whereas Section 
IV details the proposed ML-type algorithm for selecting sets of 
relays. Section V shows and discusses then numerical results, 
while the conclusions are drawn in Section VI. 

II. System Model and Physical-Layer Security 

In this section, the system model encompassing a buffer- 
aided multiuser multiple-antenna relay network is described 
along with the use of the AF relaying protocol and the problem 
of physical-layer security in such a system is formulated. 

A. System Model 

We consider a multiuser multiple-input multiple-output 
(MIMO) system with one source S equipped with Nt antennas, 
Nd users each with antennas at the Destination D, a 
cluster C, with M amplify-and-forward (AF) relays as well 
as Ne eavesdroppers each with Ne antennas. All nodes are 
characterized by the half-duplex constraint and each relay 
Rm has a buffer Qm with finite size T equipped with Nm 
antennas. The condition 0 < (p{Qm) < T gives the number 
of data symbols stored in the buffer Qm- With a feedback 
channel the selected relay nodes can be informed for further 
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Fig. 1: Buffer-aided multiuser MIMO system. 


transmission. Moreover, in order to apply linear precoding 
techniques there are two assumptions. One is that the number 
of transmit antennas is larger than the sum of the receive 
antennas. Another is that the channels are static over a packet 
of Nt symbols. The operation of the system can be divided 
into two transmission phases. 

In Phase I (5 — R), the source transmits the signal to 
the relays. The transmit signal to the mth relay node Xsr„ S 
(jNm X 1 jjjjear precoding techniques is given by 

^srm ~ ^srjn.^sr-rrt1 (^) 

where Ssr^ G is a vector with the transmitted symbols 

and PsTm G is the precoding matrix. Considering 

a linear zero-forcing precoding technique Ea, the precoding 
matrix for the mth relay node can be generated by 

= HgjHsr^Hgj-\ (2) 

where Hst^ ^ is the channel between the source 

to the mth relay. The received signal at the mth relay node 
can be expressed as 


y srm — STm^sr + f^srm^ ( 3 ) 


where a^r is the power path loss. Per is the log-normal 
shadowing (LNS) fading channel loss and risr^ ^ 
is the Gaussian noise between the source and the relay which 
follows the distribution CAf{0,(J^ ). According to lfT9l . asr 
is known as the distance based fading (or path loss). It is 
a representation of how a signal is attenuated the further 
it travels in the medium the system operates within. An 
exponential based path loss model can be described by 


a = 


pUl 


(4) 


where L is the known path loss associated with D, d is 
the distance of interest relative to D and p is the path 
loss exponent, which is typically set between 2 and 5. The 
parameter Psr refers to the shadow fading which can be 


described using the log-normal probability distribution given 
by 

P = 10(—TO—) (5) 

where cts is the shadowing spread in dB which is typically 
given between 0 and 9dB ll20ll . Both asr and Psr are used to 
describe the position of the relay. 

B. Amplify-and-Forward (AF) Relaying Protocol 

In Phase 11 {R D), the relays transmit signals to the 
destination with the AF relaying protocol. Each relay will 
transmit a weighted version of the noisy signal that they 
received during Phase I. Let the transmitted signal of all 
relays be denoted by the product diag{tu}ysr- To simplify 
the description of the system, we assume that each relay node 
and user has the same number of antennas Nm = Nr and the 
weight at each relay node diag{iu} = I. Then the received 
signal at the destination for the rth user G can be 

expressed as 

ydr= O-dr Pdr H dr P drV sr^n + : (6) 

where Hdr e C^r-xiM*Nm) and Pdr e C^M*Nm)xNr are 

the channel and the precoding matrices [?], 1211 - 11241 from 
the relays to the destination, where advanced estimation 1251 - 
l29l and detection [?], l^ - l34l algorithms can be used . The 
vector Udr G represents the Gaussian noise at the 

destination. 


C. Physical-Layer Security 

According to information theory, the level of secrecy is 
measured by the uncertainty of Eve about the message R^ 
which is called the equivocation rate. The secrecy capacity 
Cs is the supremum of all achievable secrecy rates. 

The MIMO system secrecy capacity can be expressed as: 

^ log(det(I -f HbaQsHba)) 

-log(det(I + TfeaQ./Tfj), 

In (|7]i Qj, is the covariance matrix associated with the signal 
after precoding, whereas Hba, H^a represent the channel 
from source a to user b, eavesdropper e, respectively. Then 
based on the capacity from the source to the relay can be 
expressed as: 

Csr = log(det(J -f HsrQsH^r))- (8) 


Similarly, the capacity to the eavesdropper is given by 

C.e = log(det(7 + HseQsHg)) (9) 


And according to (HI, the rate at the destination can be 
expressed as: 


^ Mrd^s-^rd' ^ 


where the scalar factor 1/2 is due to the fact that two time 
units are required in two phases. Similarly, the rate at the 
eavesdropper is given by 


i?e = - log(det(r 


HrePdHsrQsHfrPdH 


HreQsH 


H 


^)) (11) 
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where T = I + HseQ Then the overall buffer-aided 
relay system secrecy rate is given by, 


R = Rd — Re 


( 12 ) 


Then the secrecy rate for each pair of user and relay can be 
calculated with a similar formula. 


111. Proposed Buffer-aided ML criterion Based 
Relay Selection (ML-RS) Algorithm 

According to mi, to approach the channel capacity, the 
maximum likelihood (ML) decoder can be applied at the 
receiver to obtain the following estimate of the transmitted 
data symbols: 

a; = argmin ||y — iTtcll^, (13) 

X£(p 

With a cooperative relay system, to achieve as high transmis¬ 
sion rate as possible, the maximum likelihood (ML) criterion 
can be used to select the best relay for transmission which can 
be expressed as: 

= arg min ||y — a/3iTa;||^, (14) 

Hex 

where x represents the set of all possible combinations of links 
H. For example, if there are 3 relays in the relay poll. The total 
number of possible link combinations would be 3. If the total 
channel H is formed as H = [Hi H 2 H^]. Then the 
possible selection would be Hi, H 2 or H^. In this proposed 
algorithm, we use the ML criterion as the relay selection 
criterion, then combine the ML relay selection strategy with 
the buffer. The selection procedure can be described by 

i 2 '' = argmin{ |J Hs,r^, (J 

“ fipeC:¥3(Qp)#T fiqeC:v(Qq)#0 

(15) 

where eC-ip{Q )^t ^S,Rp are the channel combinations 
with the smallest Euclidean distance according to Ea. (fT4l) at 
the relay. The parameter ec <^’(Q ) 4 o ^Rq O refers to the 
channel combinations related to the destination. In Eg.lfTSll. the 
first aspect shown is that if the buffer is full (v?(Qm) = T) 
the relay can only transmit signals and if the buffer is empty 
= 0) the relay can only receive signals. Secondly, 
as the relay selection policy is combined with the buffer, the 
buffer-aided relay can achieve better channel selection over 
time. With the ML relay selection (ML-RS) strategy illustrated 
in (fTSl) . the main steps of the proposed Buffer-Aided ML-RS 
algorithm are shown in Algorithm 1. 

IV. Proposed Buffer-aided ML criterion with Set 
OF Relays Selection (ML-SRS) Algorithm 

In the presence of an arbitrary number of relays, one can 
consider the selection of a set of relays rather than the best 
relay. The selection criterion has the same equation as Ea. (fT4l) . 
We also take three relays as an example, then the total number 


Algorithm 1 Buffer-Aided ML-RS Algorithm 

loop 

^{Qm) = 0 

for m = 1 : M do 

Hs,Rm = argminji^g^ - 

tt^SFni /^srni ^SPni ^srm 11 

end for 

for d = M +1 : M + Nd do 

Hr^^d = argminji^^g^ llj/d,-ad./Jd^-ffd^ysrfd-M) IP 

end for 

= argminji^g^^ 

^^R,n.eC.-.v{Qm)^T Hs,Rrq , U Rrf £ C ^ ) #0 Hr^^d} 

if k <= ML(p{Qk) ^ T then 

Qk — Vsr 

V{Qk) = ^{Qk) + Nm 

else 

if fc > MhipiQk) ^ 0 then 

Vsr^d-M) ~ Qk 

^iQk) — ^(,Qk) 

end if 
end if 
end loop 


of possible combinations of links would be 7. If the total chan¬ 
nel H is formed as H = [Hi H2 if 3 ]. Then the possible 
selection would be Hi, H 2 , H 3 , [Hi H 2 ], [Hi ifg], 
[ii2 if 3 ] and [if 1 H2 Hr[. Based on Eg. lfTSl) . in Phase 
II the selection of the set of relays is achieved with the aid 
of a feedback channel from the destination to the relays. A 
sequence of bits can be used to indicate whether the relays 
are switched on or off. The proposed selection of the set of 
relays denoted ML-SRS algorithm can be expressed as 

U U -fffis.D} 

H]qGC:v(QN)40 

(16) 

where K, M, N are subsets of C- The major difference between 
Eg.dTSll and Eg.lfTSll is that, due to the increased number 
of relays, different relays can be selected for transmission 
which is known as sets of relays selection (SRS). The set 
^RMriC-v(QM)^THs,Rg, indicates that the channel combi¬ 
nations give the smallest Euclidean distance with respect to 
an M set of relays selection from the source to the relays. 
The set . eCviQ - ) 4 o has the same definition with 

an N set of relays finks to the destination. Compared to the 
single relay selection, SRS gives more flexible selections at the 
relays, which contributes to the improvement of the secrecy 
performance. The main steps are given in Algorithm 2. 

V. Simulation Results 

In the simulation of a single-antenna scenario, we assume 
that the weight at each relay node is given by diag{tu} = f. 
The transmitter is equipped with Nt = 3 antennas and each 
relay node is equipped with one antenna for receiving or 
transmitting data. Each user is equipped with a single antenna 
and the number of users is set to Nr = 3. At the same time 
Ne = 3 eavesdroppers are receiving data from the source. In 
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Algorithm 2 Buffer-Aided ML-SRS Algorithm 

for d = M + \ ■. M + Njj do 
HdR^,D 

= argminjfjjj^g^ Il2/Md ~ “Md/^Md-^Md^Mdll 

end for 

= argminiiMec, 

{URMeC:v(QM)#r , UR^eC:v(Q,v)5^0 Hr^^d} 


the simulation of the multiuser MIMO scenario, the transmitter 
is equipped with Nt = 6 antennas and each relay node is 
equipped with Nm = 2 antennas for receiving or transmitting. 
Each user is equipped with Nr = 2 antennas and the number 
of users is set to Nr = 3. At the same time Nr = 3 
eavesdroppers are all equipped with Ne = 2 antennas. In both 
scenarios, a zero-forcing precoding technique is implemented 
at the transmitter and at the relays, and the secrecy rate is 
calculated with Ea. (fT2l i. 



Eig. 2; Multi-user system with a single-antenna scenario and 
the simulation parameters Nt = ^,Nm = i,Nr = l,Ne = 1 
and M = 3, Nr = 3, Nr = 3, T = 3 


The simulation results shown in Eig. |2] indicate that the 
proposed Buffer-Aided ML-RS algorithm outperforms the 
conventional relay selection strategy with and without buffers. 
With the weight at each relay node set to diag{m} = I, the 
Max-Ratio relay selection is worse than Direct Transmission, 
as the noise is enhanced by the AE relays. Compared with 
the Direct Transmission, the buffer-aided max-link selection 
policy selects the link with the best performance using the re¬ 
lays equipped with buffers. In particular, the proposed Buffer- 
Aided ML-RS algorithm contributes to the improvement of 
the users channel capacity so the secrecy rate will also have 
an improvement. 



Eig. 3: Secrecy rate with the ML-SRS strategy forMU-MlMO 
systems with Nt = 6,Nm = 2, Nr = 2, Ne = 2 and M = 
3, Nr = 3, Nr = 3,T = 6 


In Eig. [3 we consider a MIMO system scenario in which the 
proposed algorithms have better secrecy rate performance than 
the single-antenna configuration. In low SNRs, the secrecy rate 
of the proposed ML-RS algorithm with the MIMO scenario is 
around 8 — 9bitsHz better than the single-antenna system. 
Then the gap between the two scenario becomes narrower 
with the increase of the SNR. Moreover, in the simulation 
the proposed Buffer-Aided ML-SRS algorithm with different 
numbers of relays is compared with the proposed Buffer-Aided 
ML-RS algorithm in the MIMO scenario considered. When 
we compare the performance of the system with 4 relays 
selected with that of the system with 3 relays, the secrecy 
rate is improved significantly. In a scenario with 5 relays, the 
improvement is not as significant as before. 

VI. Conclusion 

In this work, we have considered the use of buffer-aided 
relays, linear precoding techniques and MIMO for physical- 
layer security in wireless networks. We have developed relay 
selection algorithms to improve the secrecy-rate performance 
of cooperative multi-user multiple-antenna wireless networks. 
In particular, we have presented a novel finite buffer-aided 
relay selection algorithm that employs the ML criterion to 
select sets of relays which fully exploit the flexibility offered 
by relay nodes equipped with buffers. Numerical results have 
shown that the proposed techniques can offer significant gains 
in terms of secrecy rate as compared to existing algorithms. 
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